
China's Internet and telecommunications landscape, including government policies and
regulations
Key challenges businesses face in China when it comes to online networking and
connectivity
How businesses can build a robust, consistent, and scalable network leveraging best-in-
class solutions 

Despite the global pandemic, China remains the top destination for many businesses to
expand to and do business in. For one, it is the world’s second largest economy - and set to
become number one by 2026  - as well as the world’s manufacturing and industrial epicentre
too. In addition, China is also home to one of the world’s most attractive consumer markets,
with more than one billion consumers  with ever-rising levels of disposable income. For
global brands, China is undoubtedly an irresistible market, with many looking to get a share
of the enormous consumer pie. 

It is for these reasons and many more that international companies are looking to set up and
operate in China. But doing business in the Middle Kingdom comes with its own set of
challenges too - one of which is networking and connectivity. While China's network
infrastructure has improved significantly over the years, there are still issues that are likely to
confound businesses setting up there. These include understanding and navigating local
ISPs and staying compliant with the country's cybersecurity regulations over information
flowing in and out of the county. 

In this white paper, we will look at: 
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Introduction 

The CIO’s Guide To Networking and
Connectivity in China 
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[1] (New Chart Shows China Could Overtake the U.S. as the World's Largest Economy Earlier Than Expected, 2021)
[2] (Atsmon & Magni, 2020)
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China’s Internet landscape has been evolving 
since 2008, driven by the advancements of 
mobile internet technology, government-led 
investments, and shifting consumer demands. 
The China Academy of Information and 
Communications Technology (CAICT) revealed that China’s digital economy grew at a
compound annual growth rate of 20% between 2008 and 2019.

Cloud Adoption Amongst Business Services
Cloud services are also emerging in China as companies digitalise their business and
internal systems. According to a forecast by the IDC, 55% of new enterprise applications in
China will be cloud-native by the end of 2021. By 2024, 70% of China’s top 500 companies
are already implementing a multi-cloud management strategy across public and private
clouds.

Aside from that, domestic and international IT companies have launched new cloud services
for both Chinese consumers and enterprises. However, Chinese regulations only allowed
companies to own and operate cloud services domestically. That said, most major global
cloud providers have established local partnerships to meet this need. In the Chinese cloud
market, the major players are Microsoft Azure and AWS, with growing domestic cloud giants
like Alibaba, Huawei, Tencent and Baidu.
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[3] (http://www.caict.ac.cn/english/research/whitepapers/202007/P020200728343679920779.pdf, n.d.) 
[4] (Ding, 2021)
[5] (IDC's Top 10 Cloud Computing Predictions in China in 2021: Cross-Cloud Integration, Cloud-Native SaaS, Cloud-Network-Edge
Integration, Etc., n.d.)

Understanding China
For CIOs looking to support their companies’ business setup and growth in
China, successfully navigating networking and connectivity challenges will be
critical to delivering successful business outcomes. This starts with first
understanding how the country’s Internet and telecommunications landscape
has evolved over the years, and the key networking and connectivity challenges
they are likely to face from day one. 

This paved the way for China to hit RMB 31 trillion and the second largest digital economy in
the world. In terms of Internet infrastructure, China has four major Internet Service Providers,
namely: China Unicom, China Telecom, China Mobile, and China Education & Research
Network (CERNET). All these ISPs provide 95% of the coverage in China.
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Internet  Regulatory Environment 

How China’s Internet regulations has developed over the years 
Key concerns of regulatory authorities 
Recent developments in data protection policies and what it bodes for businesses 

China has released a number of key legislations over the years to help it better govern and
manage the fast evolving Internet landscape. The key ones include the Cyber Security Law
(CSL) in 2017, and more recently, the Data Security Law and Personal Information
Protection Law in 2021. Together, these legislations provide a regulatory framework for how
data is handled and protected, especially with regards to cross border transfers. 

While the intricacies of China's Internet regulatory framework are beyond the scope of this
white paper, what is true is that there is a combination of legislative policies and technologies
that often result in slower Internet speeds for cross border traffic. For one, cross border
Internet traffic is required to go through a specific number of international gateways, which
can lead to congestion and slow loading times. For international businesses operating in
China, this can affect access to mission critical cloud applications and websites. 

Understanding China



Key Internet performance issues include: 
Inconsistency of Internet services and SLA across different regions 
While China is rapidly developing its network and Internet infrastructure, there are still regions
in its expansive borders where connectivity may still fall short or be patchy. 

High latency within China due to limited peering between different providers
Currently, there is still limited peering between the major ISPs and this could result in high
latency when traffic is routed through congested exchanges. 

International congestion due to limited bandwidth
Cross-border traffic also suffers from a limited number of Internet exchanges, which often
results in congestion and slowed-down traffic.

Compliance to China cross border and data protection policies
IT teams operating in China will need to navigate China’s complex cross border and data
protection policies, while ensuring robust connectivity to headquarters and offices overseas.
 

Isolated cloud region from rest of the world
With China’s cloud region generally isolated from the rest of the world, special measures
need to be taken to ensure access to mission critical cloud applications and websites is not
affected. 

Lack of visibility impacts manageability
Navigating China’s current Internet infrastructure - and its providers - can prove a challenge
for IT teams needing to better manage their networks. 

Key Networking and Connectivity
Challenges

Today, with the shift to the cloud and adoption of digital workplace strategies, having a strong
and robust network and connectivity is critical for most businesses. A tech-savvy workforce
demands robust, stable, and fast infrastructure that will boost productivity and agility. 

Alongside connectivity, cloud computing has transformed modern enterprise network
infrastructure with Software-as-a-Service (SaaS) emerging as the default choice over
internally hosted enterprise applications even as more businesses adopt cloud-based
services. For businesses operating in most countries, such a digital workplace strategy 
would face little issues, due to today’s advanced network and Internet infrastructure.
However, businesses setting up in China often have to contend with unpredictable Internet
infrastructure, congestion and technical outages, as well as compliance requirements.



Thriving Locally, Connecting Globally

For companies looking to set up and
operate in China, there are several
business scenarios which are
commonplace. Oftentimes, international
businesses setting up in the country will
start with one or more sites, across China’s
Tier 1 and Tier 2 cities. To support the
networking and connectivity needs of their
distributed workforce, many companies will
need to extend their WAN (wide area 
network) within China - establishing a robust network with branch offices - while maintaining a
strong connection with headquarters and offices in other countries. 

Traditional multi-protocol label switching (MPLS) used to work for companies that needed to
route traffic over a single infrastructure. In the past, companies would connect their remote
offices to a central data centre through a single hub that’s dependent on MPLS connections.
As a result, all data required traffic to be backhauled to the data center for redistribution. But
with organisations increasingly routing their traffic to and from cloud providers - such as
Microsoft 365, AWS, Tencent, Alibaba and Salesforce - MPLS is becoming less efficient for
modern enterprises. Today, the path forward is increasingly through SD-WAN, a software-
defined approach that allows companies to deliver greater performance and adapt to dynamic
cloud environments. 

SD-WAN allows companies to have a centralised control function, permitting information to
travel between devices in different locations either through VPNs or wireless connections.
Effective SD-WAN solutions are available in multi-cloud environments, therefore enabling
efficient SaaS adoptions. Companies eyeing to tap global markets will benefit from SD-WAN
because it securely steers traffic across multiple sites and adjusts bandwidth wherever
feasible. Without it, enterprise connection would be restricted only to some geographic
regions.



Leveraging SD-WAN to Optimise
Connectivity in China

Leveraging a managed SD-WAN solution in China also offers many key
advantages to IT decision makers. In its simplest form, a managed SD-WAN
effectively addresses international and domestic connectivity, performance and
security requirements under a single SLA (service level agreement).  With a
managed SD-WAN provider, organisations work with a technology provider that
gives them access to best-of-breed technologies and solutions, which are carefully
optimised and calibrated for China’s Internet landscape. 

Additionally, managed SD-WAN providers serve as network aggregators, helping
organisations get around the issue of limited peering between domestic ISPs.
Their deep local knowledge and understanding of how Internet regulatory
compliance standards work in China, further provide greater peace of mind for IT
leaders, knowing that your requirements are met and prioritised. Furthermore,
given the complexities and challenges of building a strong and robust network
infrastructure in China, it makes even more sense to work with an experienced
partner - like CBC Tech (CBC Tech International Limited). 

But while adopting a SD-WAN strategy would make the most sense from a speed,
consistency, security, flexibility and scalability point-of-view, this brings with it significant
challenges in China due to the country’s regulated Internet and telecommunications
landscape. This is largely due to limited peering agreements between the major domestic
Internet Service Providers (ISPs), which are responsible for managing the traffic of more
than 700 million Internet users. Furthermore, network infrastructure in developing parts of
the countries may not be as robust as in Tier 1 and 2 cities, which further exacerbates
network congestion at times. 

So, for businesses looking to deploy their own SD-WANs in China, are there no viable
solutions? Thankfully, there is. Today, businesses in China looking to deploy a fast and
robust network can tap on managed SD-WAN services to get up and running with
minimum fuss. For busy CIOs looking to support their organisation’s rapid growth in
China, this is often a much more productive and efficient use of their time and resources.

Simplifying Networking and 
Connectivity with Managed SD-WAN 



Supporting Business
Growth in China
with Managed SD-WAN 
from CBC Tech

Since its founding in 2008, CBC Tech has built a successful business and service model
providing networking technology, services and solutions to Fortune Global 500
companies and China Enterprises, addressing their networking challenges globally. In
2017, CBC Tech developed its own SD-WAN platform with 20 patents, which optimises
inter-regional traffic in China and beyond. CBC Tech’s SD-WAN solutions are optimised
with Smart Path technology, which intelligently routes traffic through the fastest and most
efficient network paths for a congestion-free experience. 

Thanks to our strong partnership with the biggest internet service providers (ISPs) in
China, our clients can enjoy fast and robust network speeds within China without peering
issues. To support international traffic, CBC Tech also sources, contracts and installs
affordable Internet access lines, global cloud bandwidth and computing power. The
combined network aggregation of all available ISPs provides the reach and capacity that
exceeds the value and performance any telecom operator can provide. 

For IT leaders looking to support their business growth in China with a managed SD-
WAN service, CBC Tech provides the technology, network coverage and service support
to make implementation a breeze. Read more about what we do on www.cbctech.com or
schedule a chat with a member of our team today.  
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Established in 2008, CBC Tech is the next-gen Network-as-a-Service (NaaS) provider with
our own patented SD-WAN fabrics across twenty-five (25) markets in China and
internationally. CBC Tech enables cloud-native network and security for enterprises over our
SD-WAN fabrics, integrated with our congestion-free IP and networks, mobile access,
network appliance, multi-cloud connects and cloud-based security to deliver the best
application performance with excellent customer experience. With more than 20 patents, CBC
Tech’s R&D unit continues to develop innovative next generation networking solutions to
enable enterprise networks for digital transformation.

About CBC Tech

Powered by CBC NaaS – More Than A Telco Service Provider 
No matter where you are on your network transformation roadmap, CBC NaaS portfolio of solutions can help accelerate your
time to market while ensuring business continuity and security. Our broad applications catalogue, goto-market services, and
flexible business models are here to assist you. For more information, to get started with CBC eNet Connect, scan the QR code. 

Beijing | Shanghai | Suzhou | Guangzhou | Shenzhen | Hong Kong | Singapore

marketing@cbctech.com

www.cbctech.com

CBC Tech is certified by TL9000, ISO9001, ISO20000 and ISO27001, to provide reliable and
secure services internationally. CBC Tech has offices in Beijing (HQ), Shanghai, Suzhou,
Guangzhou, Shenzhen, Hong Kong and Singapore (International HQ).
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