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CBC eNet Connect

CBC eNet Connect is an agile cloud-based SD-WAN as-a-service
solution, enabling customers to deploy it anywhere and anytime
with minimum upfront and recurring costs. CBC eNet Connect
takes the complexity out of managing disparate networks (i.e.
private networks, Internet, mobile networks, etc) and provides the
manageability and visibility into these networks. CBC eNet Connect
SD-WAN solution is underpinned by CBC Congestion-Free IP
Backbone, or the eNet fabric, enabling best-in-class customer
experience by optimising inter-regional traffic, including China and
beyond, for site-to-site, site-to-cloud and cloud-to-cloud
connectivity. See Figure 1 for illustration.
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Figure 1: Overview of CBC eNet connect

1. eNet Connect Portal

This is the centralized management tool for real time monitoring,
routing, policy, security, segmentation, and authentication of
devices, initial authentication, and authorization. It provides
information on how each of the components (ECR) connects to
other components (ECR, ECE), and a centralized dashboard for
configuration and management. The portal dashboard is able to
present Device & link performance statistics, network topology,
ECE and ECR network configuration and more. See below diagrams
forillustration
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* Network topology * ECE network configuration

4 Key Product Features

- eNet Fabric

Our fabric is integrated with our IP
backbone on IPv4 and IPv6 technologies,
security, traditional MPLS network and SSL
VPN technology for remote workers. The
backbone is based on multiple incumbent
domestic local carriers’ network resources
and interconnected with international
carriers through CBC Tech independent
Congestion-Free international Internet
channel, with optimized paths to Hong
Kong, Japan & Europe.

Smart Path (Patented)

Define policies based on key applications
such as Office 365, domain names or
source/destination IP address and ports,
set threshold rules based on latency and
packet loss for multi WAN switching to
ensure the performance of critical traffic
are kept consistent. The patented
technology is able to Intelligently identifies
domestic China from international traffic
and key SaaS applications so that only the
traffic of your choice is routed to CBC eNet
Fabric for optimization while the rest of the
traffic breaks out locally.

4G Backup

Every ECE deployed is installed with a 4G
SIM Card by default. The SIM card is used
for out-of-band management for the
ECE. The 4G is also used for data plane.
When the main link fails, traffic is
automatically routed to the 4G sim card
to minimize disruption to the traffic whilst
troubleshooting is on-going on the main
link. The SIM card can also be used for
quick start up scenarios for retails stores
to quickly get connection while waiting
for provisioning of the last mile Internet.

Virtualized - deploy anytime, anywhere

ECE software can be deployed in any of the
popular public clouds with a very minimal
configuration requirement or deploy in
partner’'s PoP, Customer’s own PoP or ECE.
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2.eNet Connect Edge (ECE)

CBC Tech patented ECE consists of software virtual network
functions (VNFs) running on a standard operating system hosted
on a Linux server. An ideal ECE deployment supports a
multi-vendor multi-component construction. As such, ECE brings
the power of the cloud to the Wide Area Network (WAN) and is a
gateway to innovation. ECE Features include:

* White box or COTS server for hosting;

e Standard and open software architecture built on standard components such as Linux, KVM,
and open source containers;

* Multi-vendor solutions combining a mix of open source and proprietary software components
as well as flexibility to swap out software components in an automated and efficient manner;

e Zero touch deployment provides the ability to perform service turn-up without
pre-configuration or manual intervention;

e Customers can plug and play without the need for on-site skilled professionals;

¢ 4G SIM Card for management traffic and failover when the main circuit fails;

* Full-featured IP Edge routers that perform standard functions such as BGP, ACLs, QoS, and

various routing policies in addition to the overlay communication.

Below are the specifications of the ECE devices that CBC Tech offers:

Brafich siie Small Madlisi Braneh Medium Branch with Medium Branch Medium Branch with Security
Branch Security (High temp) (high temp)
T T
Model -
ECE100N ECE300N ECE300Nv ECE300AT ECE300ATv
CPU Intel J1900 Intel C3558 Intel C3558 Intel C3558 Intel €3558
CPU Core 4 4 4 4 4
RAM 2GB DDR3L 4GB DDR4 2x8G DDR4 4GB DDR4 16GB DDR4
Storage 3268 16G EMMC b EMM;:SEIZSG M2 16G EMMC 16G EMMC + 128G M.2 SSD
Console Port RJ-45 RJ-45 RI-45 RI-45 RJ-45
USB Port USB2.0/USB 3.0 2xUSB2.0 2xUSB 2.0 2xUSB 3.0 2xUSB 3.0
100/1000 Ethernet Port 4 4 +2 combo 4 +2 combo 4 +2x10G SFP+ 4 +2x10G SFP+
Operating Temperature -10°C to 55°C 0°Cto 40°C 0°Cto 40°C -20°Cto 70°C -20°Cto 70°C
Dimensions 134x126x36 mm ([ 300 x 430 x 44.5 mm 300x430x44.5 mm 220 x 160 x 44 mm 220x 160 x 44 mm
IPSec Bandwidth 100Mbps 300Mbps 300Mbps 300Mbps 300Mbps
4G LTE Integrated
UTM VNF No No Yes No Yes

eNet Connect solution supported features:

Category Features
Availability ECE High availability using VRRP, multi-interface failover for WAN
Network
services IPv4, IPv6, DNS, DHCP server, DNAT, SNAT, 4G
Routing BGPv2, OSPFv2
Optimization | Forward error correction
QoS Rate-limit (shaper)
Smart Path Application, domain, source & destination IP address and port based
GRE, GRE over IPSEC, OPENVPN, IKEV1, aes128/aes256/aes128gcm128/aes256gcm128/3des/chacha20poly1305
Security HASH: md5/shal/sha256/sha384/sha512
L4 firewall, simplified service insertion of third-party NGFW VNF
Virtualization Supported on Alibaba Cloud, AWS, Microsoft Azure, KVM, VMWare with a very minimal configuration
requirement of 2 Core, 4G Memory, 40G Storage.

4 key Product Value Proposition

» Cost Effectiveness
Resolve most of the challenges that
customer face when they choose to
migrate to SD-WAN but only at a fraction
of the traditional SD-WAN vendors’ costs.

* Optimized International Routing
Through our Express IP solution, solve
cross border Internet congestion issues
for premium quality when accessing
global locations, global public clouds or
websites from China sites.

* Proactive Alarms and 4G backup
Receive alarms when your network
connectivity goes down, via email or
WeChat, and still retain some connectivity
through our default 4G backup solution.

- Designed for enterprises as well as
carrier partners
Use eNet Connect as a fully overlay
SD-WAN solution for enterprises. For
carriers, our eNet Connect fabric can be
used as an underlay to resolve cross border
congestion issues and integrate with end
users’ own SD-WAN solution from Cisco
Viptela, Versa, or VMWare VeloCloud.

Service Guarantees and Proactive
Network Management/ Monitoring

eNet Connect provides Service Level Agreements for Site Availability
as well as Mean Time to Repair (MTTR) based on their site type. Site
types are categorized into number of ECEs as well as type of access.
For the full details, please refer to our Service Level Agreement
document. On top of this, CBC Tech also provides proactive alerts from
Connect Portal and view your network performance from a single
dashboard managed by CBC Tech dedicated 24x7 service centre.

Certification
SD-WAN Ready Test Certificate

The “SD-WAN Ready" test certification program was initiated by the
SDN/NFV Industry Alliance (SNAI) and conducted under the guidance
of the China Academy of Information and Communications
Technology (CAICT). The “SD-WAN Ready" test is designed to reflect
the industry's compliance and technical specifications with the latest
domestic SD-WAN standards. CBC Tech was awarded this certificate
in March 2020.

For more information,contact us at marketing@cbctech.com
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